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Abstract. In the article an open Queueing Network (QN) with positive and negative mes-
sages and incomes, which can be used in modeling of the behavior of viruses at the Infor-
mation Systems and Networks (ISN), and also at forecasting costs taking into account virus
penetration, was analyzed. Some numerical and analytical results were described on the
analysis of exponential QN of the above type. It was given an algorithm of simulation mod-
eling (SM) of HM-networks with positive and negative messages, based on the 0-point,
which allows you to find incomes in such networks with arbitrary distribution of service
times of positive messages. The results of the SM have been compared with the proposed
analytical and numerical results. Sufficiently high accuracy of these methods was shown.

Keywords: HM-network, incomes, negative messages, simulation modeling

1. Introduction

It is known that the use of classical models, which take into account the charac-
teristics of the ISN and the possible influence of various destabilizing factors, such
as sudden failures from virus penetration, loss of data being processed or transmitted,
does not always provide adequate results. Taking these factors into consideration,
Erol Gelenbe suggested using G-networks. The idea of G-networks with negative
arrivals, as well as of the relevant product form solution including non-linear traffic
equations, was first published by Gelenbe in 1991, see [1]. In contrast to classical
queues and QN, the arrivals of negative customers which remove customers from
a non-empty queue upon their arrival are possible in G-networks. When a negative
message comes to the network system, it destroys one positive message, if any is
available in the system, and reduces the number of positive messages in the system
per unit. Then the negative message disappears from the network without receiving
any service. For example, at ISN positive messages are programs, and negative
messages are computer viruses. When a virus penetrates the computer network, it
destroys or inflicts damage, infects one of the executable programs and reduces
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the number of operating programs or requests at the system by one. Then the virus
disappears from the network. It is important to note that when viruses penetrate
into computers in ISN, it suffers costs or losses due to the loss of information
or ISN distortion. The accounting of the losses can be realized with the help of
a Markov QN model with incomes (HM(Howard-Matalytski)-network), positive
and negative messages. After the disappearance of the negative messages Queueing
System (QS) receives again some income (profit). Such networks can be used as
stochastic models for forecasting expected incomes, for example, at online payment
systems on the Internet or in forecasting expenditure at ISN when the virus pene-
trates it or the DdoS attacks it.

In [2-4] a methodics was proposed for finding the expected incomes in systems
of Markov HM-networks with a single-lines QS, as well as negative and positive
messages. In this paper, we construct a simulation model of an arbitrary network
and compare the results, obtained with its use, with the results obtained by other
methodics. Simulation models are implemented as computer programs that repro-
duce events in the real system. With regard to the QN, simulation models repro-
duce the service processes requests in the system lines of network, message transi-
tions from one to QS to the other, waiting messages in QS queues, etc. [5, 6]. With
the help of SM computer simulation experiments it becomes possible to confirm
the exact analytical methods available for finding the characteristics of the studied
QN or to assess the accuracy of approximate methods.

Analytical studies are very difficult or even impossible. The advantage of SM
is applicable to almost any network complexity. It should be noted, however, that
it often requires a lot of time. One type of SM is a discrete-event simulation - simu-
lation of the system at discrete moments of time when events occur, reflecting chan-
ges in the sequence of states of the system over the time. The considered systems
are dynamic, which is modifiable in time. Therefore, the state of the system, the
properties of the object and the number of active objects, parameters, actions and
delays - is a function of time, which are constantly changing during the simulation.

2. About the analytical modeling of HM-networks
with negative messages

Consider an open Queueing G-network with n single-lines QS. At QS S, from
outside (from the system S;) is coming with a flow of positive messages with the
intensity of A), and the Poisson flow of negative messages with the intensity of
Aois i=1,n. All the incoming flows of messages to the network are independent.
The service time of positive messages at QS S; is exponentially distributed with
s i=1,n. Each positive message is sent to the QS S, with the probability py;,
and the negative - with the probability py;, Zn: DPoi = Zn: Poi =1, i=1n. The posi-

i=1 i=1



Simulation modeling of HM-networks with consideration of positive and negative messages 51

tive message was serviced at QS S,, with the probability p; is sentto QS S, as
a positive message, with the probability p; - as a negative message with the prob-

n
ability p,;, =1 —Z(p; +py ) leaves from the network to the external environment
J=1

(QS Sp), i,j=ln. Let k(t)=(k.t)= (k. ky,....k,.t) be n-vector of non-negative
integers at time 7. We denote by {k(z):#>0} the continuous-time Markov chain
representing the state of the network, where &(¢)= (k. k,.....k,.) and k, (¢) - number

of messages in queue 7 at the time #, i =1,n. A negative message coming to some
network system in which there is at least one positive message immediately deletes
(disrupts, removes the message from the network) and one of them thereby inflicts
loss of the QS. After that, it immediately leaves the network without receiving at
the QS any servicing. At each QS only positive messages may be serviced.
A positive message during the transition from one QS to another QS brings the
latter system some income, and income respectively of the first system is reduced
by this amount. After that the negative message immediately leaves the network
or is destroyed, if at the queue there are no messages, and again after servicing
positive messages receives some income. The model is equivalent to the following
QN with FCFS (First-come, first-served) service centers.

In [2] it is obtained a system of difference-differencial equations (DDE) to find
the expected incomes systems of the network v, (k,t) during time ¢ on condition

that at the initial time the network was in the state &, i = l,_n It has the form:

v, (k1) =r(k)- Zn: [’151 + (’10]‘ + :“j) ”(k./ )] v, (kt)+

dt =

+Zn: igjv,.(kJrIj,t)Jr ,ujpjou(kj)+ﬂ({ju(k}-)erjZn:p;c(l—u(kc)) v,-(k—]j,t) +
Jj=1 c=1

c#J

+/18-ivi(k+]i!t)+ ﬂfpfou(kf)+A()_iu(kf)—’—:uiipi_c(l_u(kc)) Vi(k_li’t)+

c=1
c#i

+ Zn: [yjp;u(kj)v,- (k +1, —]j,t)+ y,p;u(k,. )v,- (k -1+ ]j,t)+ WPy v, (k —1 —Ij,t)] +

+ Zn: [:uspv:u(ks )vl (k + ]c - Is’t)+ He pc;vl (k - Ic - ]srt)] +

c,s=1
C,S#l,C#S
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+ /1(;’”0:'(]‘"'1:'1)_ #ipfou(kf)+j’()_fu(kf)—’—ﬂlzpf_c(l_u(kc)) RiO(k_If’t)+

c=1
c#l

+ z [/‘.l'p.z';ru(kj ij (k +1, - 1.1"t)_ ,u,.pi;“u(k,- )rji (k —1;+ ].1"t)_

J=1
J#i

—upyrye=1,-1,1)], (1)

where: [, - vector with zero components except for components with a number 17,
which equals 1, i =1,n; I, - zero n-vector; r;(k) - income of system S, per unit
time when the network is at the state k; r,,(k+1,,t) - the income of system S;,
when the network makes a transition from the state (k,7) to the state (k + 1,1+ At)
during time At; — R, (k —1,-,t) - income of QS when the network makes a transi-

tion from the state (k,7) to the state (k—I,,t+At); vy (k+11- —]j,t) - income of
system S; (expense or loss of the system ), when the network makes a transition
from the state (k,7) to (k+1,- —Ij,t+At) during time Az; -7 (k—ll- —Ij,t) - in-
come of system S;, when the network makes a transition from the state (k,7) to

(k—],. —11-,t+At) during time At, i, j=1,n. u(x)z 0.x<0 - Heaviside function.
: ,X <

If the network is able to state k¥ at moment time ¢+ Az, then the expected income

of QS S, will be 7,(k)At during time At plus the expected income v, (k,t) that the

system has received by the previous ¢ time units.

The number of equations in the system (1) is the number of states of the net-
work, i.e. for an open network it equals o. Formally, the system of equations (1)
can be reduced to a system of a countable number of inhomogeneous linear ordi-
nary differential equations with constant coefficients.

In practice, it can be solved only in some special cases. In the case where the
income from the state transition network does not depend on time, to solve the
system (1) algorithms were used based on the method of successive approxima-
tions [3] and the method of multidimensional z-conversions [4].

In [2] an expression was also obtained for the expected incomes when incomes
from the network state transitions are random variables (RV) with given average
values, provided that all of the network operated in high load

Vi (t) = Vo +| Aoy, — Ao — ﬂi[bfopfo + z (ay'P; +C¢; Py )} + Z :ujajfp;—f + di:lt ()

j=1 Jj=1
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where ay;, ay, by, a;, a;, ¢;, d; - expectations of RV 1, 7y, Ry, R;, R, Ry,

r. respectively; ¢; - time servicing of messages at the system S;, i, j =1,n.

3. Simulation modeling of HM-networks
with positive and negative messages

The simulation model of the HM-network with negative messages is a model
that reproduces the process of operation of the network, aimed at obtaining
a network state vector at some discrete times ¢,, />0 [7, 8]. In simulation is set the
initial state of the network at time ¢#,, then it constructs the trajectory of the state
vector at time intervals [¢y,%), [#,%,), ... . Moments of time ¢, correspond with
moments of positive and negative messages arriving from the environment, leaving
messages to the external environment (including negative), the end of the service
messages at the QS and the destruction of positive messages by the negative. If, for
example, a message makes a transition from system S; to system S, then (n + i)-th

component of the state vector is reduced by 1, a (n +J )-th increases by 1, i, j =1,n,
i # j. If the positive message is destroyed at the system S, then k-th component of
the state vector is reduced by 1. In the time interval [7,_,,¢,) changes do not occur.
Time points ¢, are called 0-moments.

Thus, each 0-moment contains information about which event occurred: the arrival
of a message from the outside, the end of the service message, the destruction
of the positive message, from which QS the transition was done as a result of the
completion of service messages, leaving the negative message of the network
(without servicing) after the destruction of a positive and time occurrence of these
events.

We assume that the expected incomes of network systems, depending on the
state vector change as follows: in the transition from the message i-th QS to j-th,
the second increases its own income by RV 7, with distribution function (DF) Fh-(x),

and first reduces its income on the same RV. If the network does not make any
transitions between states, each system S; receives income in the amount of », per

unit time during the period of stay in the current state of the network, where r, - RV
with DF FO,-(x). In the case when at i-th QS destroyed a positive message, its income
is reduced by RV g; with DF G, (x); if the negative message leaves the network,
it does not obtain any service, the income of i-th QS is reduced by RV g, having
DF O,(x), i=1,n.

In modeling the initial data there will be: let network type be an open network,
count of network systems 7, matrix of transition probabilities P, the initial distri-
bution of messages at the network queue systems, the number of service lines m,
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at network systems, i=1,n, distributions of service times of positive messages,

income values 7, Vis 8is q; 1 =1,n, and their distribution laws.

Consider each step of the algorithm for finding the expected incomes for

the network with negative messages.

0. Generation of the initial state of the network at time t =0 analyzes the given
initial data of the simulated network. There are created a 0-points that describe
the end of service some positive messages, the moments of destruction of
a positive message and exit points of negative messages from the network
without service after the destruction of a positive message, if any have been
circulating on the network.

1. Getting a 0-moment. At this stage, the program receives information about
the completion of a service of a positive message, time and number QS finish
message processing, as well as information about the QS which was destroyed
by a positive or negative message departure from the network. If the simulation
period is over, there shall be final processing of simulation results. Otherwise,
the program proceeds to step 2.

2. Processing of the current 0-moment. This performs all the activities related to
the transfer message, loading other QS, the destruction of the positive message
and exits from the network without service of negative messages after the de-
struction of the positive messages, the calculation of the new values of income
of QS caused by these changes must be enumerated. L
2.1. If on this step, at one of the QS with number i, i =1,n, destroys a positive

message, then the income of i-th QS decreases by the value g;;

else if at this moment the QS was busy servicing of positive message,

then the message goes to the top of the queue of service at this QS:

— it is a calculated time priority service for this message as the difference
between the length of the time interval during which the message was to
be served, and the length of the time interval, during which it actually
was served;

— time priority service of this message is stored.

2.2. If at this stage an event occurs associated with the departure of the QS with
number i negative message without servicing after the destruction of the
positive message, 7 =1,7n, then:

— simulated time when the message will again be destroyed is a positive
message in and out of the network according to a given distribution law;

— income i-th QS decreases by the value g;;

else if in queue of i-th QS there are positive messages, waiting for service,

it begins the service of the next message. The message will be serviced

if it saved time for priority service, and is newly serviced.

2.3. If on this step, in one of the lines of QS with the number j service ended,
the message in accordance with the matrix of transition probabilities goes
to the QS with the number i, i, j=1n, (i # j) and:
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if all service lines of i-th QS are busy,

then if puts a message in this queue of QS,

else a positive message is started serviced by a free service-line,

— time service messages are modeled according to the law of distribution
with parameters corresponding to this QS;

— the end of the service time of positive message is stored; the income of
i-th QS increases, by value R, and of j-th decreases by the same value;

— then if it goes to the consideration of QS, finished processing of
message:

if in the queue to QS with number j there are any messages,

it then extracts the first positive message from the queue and begins to serve

by a free line; moment of the end of the service is placed in a common

event queue of the network.

3. Makes a transition to step 1.

Simulation of the considered network at a given time interval is performed many
times. The result of each experiment gets random trajectory changes in income,
depending on the time. For the expected income the resulting trajectory of the
network, trajectory, obtained as a result simulations, are averaged.

4. Examples of using of simulation modeling

Example 1. Consider an open exponential HM network with positive and negative
messages, consisting of two n=2 QS: S, and S,. The intensity of the input flow
of positive and negative messages are respectively equal to: A5, =0.9, A, =3,
A5 =0.5, Ay, =1.2. The intensity of message servicing at network systems are:
1 =1, 1, =4. Let the transition probabilities of messages be respectively equal to:
P, =0.1, p3,=0.7, and probabilities, that positive messages, serviced at QS S,,
sent to QS S, as negative messages, equal p;, =0.2, p,;; =0.2. The probabilities
of an exit of messages from the network to the external environment are: p,, =0.7,
P2 =0.1. Let the income from the state transition of network equal:  =r, =4000,
R,y =6000, R,, =4000, r, =2000, r,, =3500, 1, =10000, r,, =10000.

In the case when the incomes from the state transition of network is not time-
dependent and not dependent on network conditions, then applying the solution
of the system DDE (1) algorithm based on the application of multivariate

z-transformations described in [4], obtained the following results for expected
income changes of QS S, (straight line), Figure 1.

With the help of SM, values were obtained for the expected incomes of QS S,.
Figure 1 shows the trajectory of behavior of an expected income of QS S,
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(dash line). It can be seen that the method of multivariate z-transformations has
sufficiently high accuracy.

v, [-_Ic, t)

10° |

0or 2
1o |
2x101

-3x101

-4x101

Fig. 1. Income changes of expected income for QS S, (straight line - method
of z-transformations, dash line - SM)

Example 2. Consider an open exponential HM network with positive and negative
messages. Let count of QS in QN be n=4. Consider an open exponential HM
network with positive and negative messages consisting of two A, and A; be

respectively equal to Ay, =1, A3 =2, Ay, =2, Ay; =5, others are equal to zero.
The intensity of message servicing at network systems ; equals g4 = 1, = 13 =6,
My =0.5. Let probabilities p; be respectively equal to p5=1/8, pj;=1/8,
P =Py =1/10, p3,=p3s=1/10, pi, = pi;=1/8, others are equal to zero.
The probability that the positive messages serviced at QS S;, send to QS §,
as a negative message, equal to p,=1/9, p;=1/9, p5=1/11, py, =1/11,
p =1/11, pu=1/11, py, = pi; =1/9, the others are equal to zero. The probabili-

ties of exit of messages from the network to the external environment are:
D2 =34/55, pyo=19/36, pyy = p3, =0. The incomes of S; are respectively equal

to » =2500, i:L_n; ry-(k): 1000sina, where a - number of renumbered state &,
i,j=1,n. Let incomes be rol-(k)=200051na, Ry (k)leOOsin a, i=1,n. Because
the number of states in our network is infinite, then the value a at each time
moment ¢ changes. Let, for example, at moment time ¢ =1, there be 7 messages

in the network, consequently, the number of states at this time be equal to 120.
They are numbered from 1 to 120, i.e. at time # =1 a =1,120. In this case, we assume

that the state (0,0,0,0) be a state of number one.
Figure 2 shows the income change of QS §, (straight line) depending on the time.

Here, for the solution of system (1), is used the method of successive approximations
with accuracy of & =107° [3], when incomes from transitions between network states
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depend on network states and don’t depend on time. The initial state of network
was (0,0,0,0). The income at initial moment time equals V(k,O)zO. Averaging
of the trajectory obtained as a result of simulations for this example have also
received at Figure 2 a chart of income of QS S, (dash line), which shows that the
approximate method of successive approximations has a sufficiently high accuracy.

V(kt)

5000

oL
-5000

-10000t
-15000
-20000
-25000
-30000F

-35000}

Fig. 2. Income changes of system S, in numerical calculations and SM
(straight line - method of successive approximations, dash line - SM)

Example 3. Consider now the HM-network with positive and negative messages
and random incomes. Let the number of the QS equal #» = 10. The intensity of the
input flows of positive and negative messages A, and A, are respectively equal to

=1, 254 =3, 27 =2, Aoy =2, g4 =3, o7 =2, the others are zero. The intensity
of service messages x; equals g4 =g, =5 =1, p, =2, ps=2, pug=4, p; =2,
Mg =10, 119 =6, 1y, =7. Let the probabilities p; be respectively equal to

D1y = P13 = Pin = Pis = Pag = P32 = D5y = Pss = Pig =
= Pes Pes = Per = Pg9 = P33 = D6 = P7+9 =

+ + + 1
= Pg4 = Dgs = Dso = P10 = Pos = D7 = Dog = P9 10 Zg’
P21 = Py = Py = Das = Pa1 = P31 = Py = Pis = P37 = 0.1,

p1+0,8 = p1+0,9 =0.2,

the others are equal to zero. The probabilities that the positive messages that were
served at QS S; are sent to QS S, as negative messages are equal to
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D12 = P13 = Pay = Pas = Pag = Psy = Psy = Ps¢ = Psg = De3 = Pos = Po7 =
_ _ _ _ _ _ _ _ _ _ _ _ _ 1
= P69 = P69 = P73 = P73 = P79 = Psa = Pgs = Pg9 = Pg10 = Pos = Po7 = Pog = Pojo = 6 >
1

D21 = P23 = P = P2s = P31 = P32 = P36 = P37 = Prog = P10 :Ha

Prog = Proy = g >

the others are equal to zero. The probability of exit messages from the network

. 7 4 .
to the external environment p,, = p;, =22’ D100 :E' The expectations are

respectively equal to

Qg = Ays = Agg = Ao1o = Aoz =10000, ay, =20000, ay; =ay =30000,
Aoy = gy = Ty = ays = 50000, gy, =40000, a;, =60000, ay, =25000,
aye = 7000, ay; =3000, ay,s =2500, ay, =1200, ay, =9000,
by = by = bsy = by = by = by o =1000, byy = by, =5000,
by = bgy =3000, b,y = by, =5000,

Cp = €31 = C3p = C36 = C37 =1000,

Cy) =Cp3 = Cyy = Cp5 =Cys =Cys =Cyg = Cgy = Cgs = Cgg = Cg 39 = 2000,
Cgg = Cg7 = Cog =Cg 19 = 3000, c3; =55 =54 =56 =55 =1500,

Ce3 = Ces = Co7 = Cs9 = 1700, ¢33 = €46 = 79 = 2300, €195 =199 =1300,
d, =100, d, =200, 4, =100, d, =300, d, =120,
ds =200, d;, =100, d, =800, dg =100, d, =120,
a3 =3000, a5 =1000, q; =1000, a,, =2500, a,; =100, a,, =200,
a,s =2000, a;; =1000, az, =10000, ays =450, a;; =5000, a,, =100,
a,; =100, ay; =200, as, =1000, as, =2000, as, =3000, asg =4000,
ag; =1000, a4 =1500, ag; =3000, ag =2000, a,3 =100, a,, =150,
aze =300, agy =500, ags =700, agy =600, ag;, =200,
ags =700, ag; =1000, ags =900, ay;, =600, ags =3000, ag =5500,

others are equal to zero. Consider a time interval of length 24 h, ¢ e [O,T ], T=24.

In [2] one of the methods has been described by finding expressions for the expected
incomes. For example, the expression for the expected income of system S, con-
sidering (2) has the form v, (¢) = -800+.
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w(t)

5 10 15 20

—— Income changes chart

5000 | ° - - - Income changes chart at SM

-10000

-15000

Fig. 3. Income changes of QS S,

Figure 3 shows the income changes at system S; for the HM-network with
negative messages and the result SM of its network. These results confirm
a sufficiently high accuracy of the formula (2).

5. Conclusions

In the present study a SM of HM-network with positive and negative messages
has been made, with the help of which we can find the expected incomes in the
systems with arbitrary laws of distribution of service times of messages in its QS.
A series of simulation experiments was performed, during which it became clear
that the expected incomes were quite similar with the same incomes obtained by
numerical and approximate analytical methods. By examining the results of these
experiments, it can also be noted that with the help of the previously proposed
methods we can find the expected incomes with an infinite number of states of
networks in a reasonable CPU time. Once again, we note that the results obtained
allow one to simulate the behavior of viruses at the ISN, spending forecast costs
of ISN at DDoS-attacks or control the load at ISN.
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