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Abstract. In the paper an open Markov HM(Howard-Matalytski)-Queueing Network (QN) 

with incomes, positive customers and signals (G(Gelenbe)-QN with signals) is investigated. 

The case is researched, when incomes from the transitions between the states of the network 

are random variables (RV) with given mean values. In the main part of the paper a descrip-

tion is given of G-network with signals and incomes, all kinds of transition probabilities 

and incomes from the transitions between the states of the network. The method of finding 

expected incomes of the researched network was proposed, which is based on using of 

found approximate and exact expressions for the mean values of random incomes. The var-

iances of incomes of queueing systems (QS) was also found. A calculation example, which 

illustrates the differences of expected incomes of HM-networks with negative customers 

and QN without them and also with signals, has been given. The practical significance 

of these results consist of that they can be used at forecasting incomes in computer systems 

and networks (CSN) taking into account virus penetration into it and also at load control 

in such networks. 
 
Keywords: HM-queueing network, positive and negative customers, signals, expected 

incomes, transient regime 

1. Introduction 

For the first time Markov nets with positive customers and signals were intro-

duced and investigated at the non-stationary behavior by E. Gelenbe, see [1]. 

The action of the signal consists of instantaneous movement of positive customers 

of this system to some other network system. The signal may work as a trigger, 

which doesn’t destroy the customers, but only moves them instantly with a given 

probability of a given system to another network system. 

In developing models of computer viruses we can use negative customers. And 

for load control in the network can be inputted signals (triggers). When viruses 

penetrate into computers in the information system, it suffers costs or losses due to 
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the loss of information or CSN distortion. The accounting of the losses in CSN can 

be realized with the help of a Markov QN model with incomes (HM-networks), 

positive and negative customers and signals. 

In this paper, an open Markov HM-network with positive and negative customers, 

signals, when the incomes from the transitions between the states of the network 

are random variables (RV) with time-dependent customer servicing in the systems 

has been carried out. The expressions for the variances of incomes of queueing 

systems (QS) was also obtained. 

A description of the network is given in [2, 3]. Signal, coming in an empty 

system 
i
S  (in which there are no positive customers), does not have any impact 

on the network and immediately disappeared from it. Otherwise, if the system 
i
S  is 

not empty, when it receives a signal, the following events may occur: incoming 

signal instantly moves the positive customer from the system 
i

S  into the system 

jS  with probability ,ijq  in this case, signal is referred to as a trigger; or with 

probability ∑
=

−=

n

j

iji qq

1

0 1  signal is triggered by a negative customer and destroys 

in QS 
i
S  positive customer. The state of the network meaning the vector 

( ) ( ) ( ),,,...,,
21

tkkktktk
n

  ,==  where 
i
k   - the number of customers at the moment 

of time t  at the system 
i
S , ni ,1= .  

2. Description of incomes from the transitions between the states 

of the network 

Let 
i
ξ  - time of customers service in the system 

i
S with the distribution func-

tion (DF) ( ) t
i

i

etF
µ

ξ

−

−=1 , ni ,1= . Consider the dynamics of income changes of 

a network system 
i
S , ni ,1= . Let at the initial moment of time the income of this QS 

be equal to 
0i

v . We are interested in income )(tV
i

 at time t. The income of its QS 

at moment time tt ∆+  can be represented in the form ( ) ( ) ( )ttVtVttV
iii

∆∆+=∆+ , , 

where ( )ttV
i
∆∆ ,  - income changes of the system 

i
S  at the time interval [ )ttt ∆+, , 

ni ,1= . 

To find the income of the system 
i
S  we write the conditional probabilities of 

the events that may occur during t∆ . The following cases are possible: 

1) with probability ( )totλ
i

∆+∆
+

0
 to the system 

i
S  from the external environment 

a positive customer will arrive, which will bring an income in the amount of 
i
r
0
, 

where 
i
r
0

 - RV with expectation (E) of which equals { }
ii

arE
00

= , ni ,1= ; 

2) with probability ( )totqλ
ii

∆+∆
−

00
 in the QS 

i
S  from the external environment 

a signal will arrive, which will bring an income (loss) in the amount of signal is 
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triggered by a negative customer and destroys in QS 
i

S  positive customer, which 

will bring a loss in the amount of 
i

r
0

~
− , where 

i
r
0

~
 - RV with E { }

ii
arE
00

~~
= , 

ni ,1= ; 

3) the incoming signal instantly moves the positive customer from the system 
i

S  

into the system ;jS  probability of this event equals ( )( ) ),(
0

tottkuqλ iiji ∆+∆
−  

nji ,1, = , ;ji ≠  by this transition the income of 
i

S  is reduced by the amount 

i
r
0
, and income of jS  is increased by this amount, where, 

i
r
0

 - RV with E 

{ }
ii

arE
00

= , ni ,1= ; 

4) with probability ( )( ) ( )tottkupµ
iii

∆+∆
0

 a positive customer will depart from the 

network to the external environment, while the total amount of income of QS 

i
S  is reduced by an amount which is equal to 

0i
R , where 

0i
R  - RV with E 

{ }
00 ii

bRE = , ni ,1= ; 

5) with probability  ( )( )( ) ( )totptkuµ ijii ∆+∆−
−

1   a customer from the system 
i
S  

transit to the system jS  as a signal, if in it there were no customers, and the in-

come of 
i

S  is reduced by the amount ijR , where ijR  - RV with E { } ijij aRE = , 

ni ,1= ; 

6) a customer from the QS 
i

S  transit to the system jS  with probability 

( )( ) ),( tottkupµ iiji ∆+∆
+  nji ,1, = , ;ji ≠  by such a transition the income of 

system 
i
S  is reduced by the amount ( ),iijR ξ  and the income of system jS  is 

increased by this amount, ( ){ } ( ) ,

0

ij
tµ

ijiiij adtetRµξRE i
== ∫

∞

−  ni ,1= , nj ,1= , 

;ji ≠  

7) with probability ( )( ) ( )tottkupµ i
 
jij ∆+∆
+  positive customer transit from the 

system jS  to the system 
i
S , wherein the income of the QS 

i
S  will increase 

by the value of ( )jji ξR , and the income of jS  is reduced by this amount, 

( ){ } jijji aξRE = , nj ,1= , ;ij ≠  

8) after finishing servicing of a positive customer in QS 
i
S  it is sent to jS  as 

a signal, which is triggered by a negative customer and destroyed in QS jS  

positive customer; the probability of this event equals ( )totqpµ jiji ∆+∆
−

0
; 

wherein the income of the QS 
i

S  will reduce by value ( )jji ξR
~

, and the income 

of 
i
S  is reduced also by the amount,

 
( ){ } jijji aξRE ~

~

= , nj ,1= , ;ij ≠  
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9) after finishing servicing of positive customer in QS 
i
S , it is sent to jS  as 

a signal, which instantly moves the positive customer from the system jS  into 

the system ;
s
S  the probability of this event equals ( )( ) ( )tottkuqpµ jjsiji ∆+∆

−

, 

ni ,1= , nj ,1= , ;ji ≠  by such a transition the income of system 
i

S  and jS  
reduced by the amount 

is
R , and income of system 

s
S  

is increased by this 

amount respectively, where ijsR  - RV with the E { } ijsijs cRE = , nsji ,1,, = , 

,ji ≠  ;is ≠

 10) with probability ( ) ( )( ) ( )tottk uµλλ jjjj ∆+∆++−
−+

 
00

1  on time interval t∆  

network state will not change; 

11) for every small time interval t∆  system 
i

S  because of customers’ presence 

in it increases its income by the amount of tr
i
∆ , where 

i
r  - RV with the E 

{ }
ii

drE = , ni ,1= . 

3. Finding the expected incomes of the network systems 

Income changes of the QS 
i

S  on interval [ )ttt ∆+,  can be written as: 

 ( )

( )

( )

( )( ) ( )

( )( ) ( )

( )( )( ) ( )

( ) ( )( ) ( )

( ) ( )( ) ( )

( ) ( )

( )( ) ( )

[ ] ( )( ) ( )



























≠≠=

∆+∆++−∆

∆+∆∆+−

∆+∆∆+−

∆+∆∆+

∆+∆∆+−

∆+∆−∆+−

∆+∆∆+−

∆+∆∆+−

∆+∆∆+−

∆+∆∆+

=∆∆

−+

−

−

+

+

−

−

−

+

i .i,s j,nj,s

tottkuµλλtr

 tottkuqpµtrR

 totqpµtrξR

 tottkupµtrξR

 tottkupµtrξR

totptkuµtrR

tottkupµtrR

tottkuqλtrr

totqλtrr

totλtrr

ttV

jjjji

jjsiji iijs

jiji ijji

jjij ijji

iiji iiij

ijiiiij

iiiii

iijiii

iiii

iii

i

,1

,1

,

,
~

,

,

,1

,

,

,~

,

,

00

0

00

00

000

00

 y probabilitwith

y probabilitwith

y probabilitwith

y probabilitwith

y probabilitwith

y probabilitwith

 y probabilitwith

 y probabilitwith

y probabilitwith

y probabilitwith

 (1) 

Let us find the expression for the expected income of the system 
i

S  in time ,t  

suppose, all the network systems operate under heavy-traffic regime, i.e. ( ) ,0>tk
i

 

,0>∀t  .,1 ni =  Taking into account (1) for the E or income changes we can write: 
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( ){ } ( ) ( )( )
( ) ( )( )

( ) ( )( )[ ]

( ) ( )( )

( ) ( )( )[ ]

( ) ( )( )[ ]

( ) ( )( )[ ]

( ) ( )( )[ ]

( )[ ] ( )

( )

[

( ) .,1,~

~

1

~

~

,

1

0

1

00

0000000

1

00
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1

0

1

1

00

1

00

000

00

nitotqpµcqpµa

pµapµaqλa

tdpµbqλaλa

totµλλtd

totqpµtdc

totqpµtda

totpµtda

totpµtda

totpµt db

totqλtda

totqtda

tottdatt∆VE

n

s

jsijiijsjijiji

n

j

jijjiijiijijii

iiiiiiiii

n

j

jj

 

j i

n

j

n

s

jsijiiijs

n

j

jijiiji

n

j

jijiji

n

j

ijiiij

iiii

n

j
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iiii
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Then, similarly as in [3], we obtain 

 

( ) ( ){ }

{

[

nitqpcqpapaµ

paµqaλ

dpbµqaλaλv

tqcpµqpaµpµapaµ

qλadpµbqλaλa

vtVEtv

n

s

jsijijsjijjiijiji

n

j

jijijijii

iiiiiiiiii

n

j

n

s

jsijsiji

n

j

jijjii

n

j

jijji

n

j

ijiji

n

j

ijiiiiiiiiiii

iii

,1,~

~

~

~

1

0

1

00

00000000

1 11

0

11

1

000000000

0

=
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−+−+
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∑ ∑∑∑∑

∑

=

−−+

=

+−
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= =

−

=

−

=

+

=

+

=

−−+

 

 (2) 
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4. Finding variances of the incomes of the network systems 

As in [4], system income 
i
S  can be presented in form ∑

=

∆+=

m

l

ilii tVvtV

1

0
)()( , 

where m  - count of partitions of the interval [ ]t,0  by equal parts, 
m

t
t =∆ ; 

)()()( tVttVtV ililil −∆+=∆  - income changes i-th QS on l-th time interval, ni ,1= , 

ml ,1= . To calculate the variance of the system income in the network, we intro-

duce the following designations: 

{ } { } { } { }
( ){ } ( ){ } ( ){ }

{ } { } .,1,,,

,~~
,,

,,,~~,

2

2

2

2

2

2

2

2

2

2

02

2

020

2

020

2

020

2

0

njidrEcRE

aξREaξREaξRE

bREarEarEarE

iiijsijs

jijjijijjiijiij

iiiiiiii

===

===

====

 

Let us consider the square of the difference ( ) :2
0

)(
ii
vtV −  

 

( ) ( ) ( )

( ) ( ) ( ) .,1,,,,

,,)(

1 11

2

2

1

2

0

1

0

2

0

nittVttVttV

ttVvttVvvtV

m

l

m

jl
j

ijil

m

l

il

m

l

ili

m

l

iliii

=∆∆∆∆+∆∆=

=







∆∆=








−∆∆+=−

∑∑∑

∑∑

=

≠

==

==

 (3) 

Let us find the expectations of summands in the right side of the last equality. 

For this we write support equalities considering that RV and functions of RV 

i
r
0
, 

i
r
0

~ , 
i
r
0
, 

0i
R , ijR , ( )iijR ξ , ( )jji ξR , ( )jji ξR

~

, ijsR  pairwise independent from 
i
r , 

nji ,1, = . Then 

 ( ){ } 2

2020

2

0
)(2 tdtdaatrrE

iiiiii
∆+∆+=∆+ , (4) 

 ( ){ } 2

2020

2

0
)(~2~~
tdtdaatrrE

iiiiii
∆+∆−=∆+− , (5) 

 ( ){ } 2

2020

2

0
)(2 tdtdaatrrE

iiiiii
∆+∆−=∆+− , (6) 

 ( ){ } 2

2002

2

0
)(2 tdtdbbtrRE

iiiiii
∆+∆−=∆+− , (7) 

 ( )( ){ } 2

22

2
)(2 tdtdaatrξRE iiijij iiij ∆+∆−=∆+− , (8) 

 ( )( ){ } 2

22

2
)(2 tdtdaatrξRE iijiji ijji ∆+∆+=∆+ , (9) 
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 ( )( ){ } 2

22

2

)(~2~~
tdtdaatrξRE iijiji ijji ∆+∆−=∆+− , (10) 

 ( ){ } 2

22

2
)(2 tdtdcctrRE iiijsijs iijs ∆+∆−=∆+− . (11) 

Considering (4)-(11), we have: 
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λ

λ

 (12) 

Insofar as the values ( )ttVil ∆∆ ,  and ( )ttVij ∆∆ ,  are independent at ,jl ≠  using 

(12) one can find 

 

( ) ( ){ } ({

[

.)()(~
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2

1

0
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tototqpcqpapaµ

paµqaλ
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Then, further, passing to the limit ,0→∆t  from (3), (12), (13) and also, that 

,ttm =∆  obtain 

 

( ){ } ( ){ }

( ){ }( )
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nitqpµcqpµapµa
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 (14) 

Now let us find an expression for ( ){ }
0

2
)(

ii
vtVE − , using (2): 
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 (15) 

In this way, the variance of income of i-th QS, considering (14), (15), can be 

written in the form 
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5. Numerical example 

As is known (see [5]), relation for the expected income of the system 
i
S  in the 

case, where there are no negative customers in the network and all systems operate 

in a heavy-traffic regime, has the form: 

 

( )

nitdpaµ

paµpbµpλavtv

i

n

j

ijiji

n

j

jijijiiiiiii

,1,~

~~~~

1

1

00000
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+−






−+−+=

∑

∑

=

=

 (17) 

where: λ  - input rate of customers; 
i

p
0

~
 - probability of a customer arriving to the 

system 
i
S , ni ,1= , 1

~

1

0 =∑
=

n

i

i
p ; ijp

~
 - probability that the customer which finished 

servicing in i-th QS move to j-th QS, 1
~

0

=∑
=

n

j

ijp , ni ,1= ; 0

~

i
p  - probability of the 

departure of a customer, ,~1~

1

0 ∑
=

−=

n

j

iji pp  ni ,1= . Relation for the expected income 

of the system 
i
S  with negative customers but without considering input signals, 

can be written as [6]: 
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1
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j
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n
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=

+

=

−+−+

 (18) 

Let n = 10; input rates of positive customers and signals +
i0
λ  and −

i0
λ  respec-

tively equal 1
0
=

+

i
λ , 5,0

0
=

−

i
λ , ni ,1= . Service rates of customers 

i
µ  equal 

1
321
=== µµµ , 2

4
=µ , 3

5
=µ ,

 
4

6
=µ ,

 
7

7
=µ ,

 
13

8
=µ ,

 
7

9
=µ ,

 
5,0

10
=µ . Let us 

transition probabilities of positive customers +

ijp  respectively equal: 8/1
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=

+
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8/1
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=

+
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=
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=
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=

+
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+
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p , 8/1
48
=

+

p , 8/1
58565452
====

++++

pppp , 

8/1
69676563
====

++++

pppp , 8/1
797673
===

+++

ppp , 8/110,8898584 ====
++++

pppp , 

8/110,9989796 ====
++++

pppp , 5/19,108,10 ==
++

pp , other equal zero. Probabilities, that 

were serviced in 
i
S , move to jS  as negative, equal: 9/1

12
=

−

p , 9/1
13
=

−

p , 
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11/1
21
=

−

p , 11/1
23
=

−

p , 11/1
24
=

−

p , 11/1
25
=

−

p , 11/1
31
=

−

p , 11/1
32
=

−

p , 11/1
36
=

−

p , 

11/1
37
=

−

p , 9/1
484542
===

−−−

ppp , 9/1
58565452
====

−−−−

pppp , 9/1
63
=

−

p , 9/1
65
=

−

p , 

9/1
67
=

−

p , 9/1
69
=

−

p , 9/1
797673
===

−−−

ppp , 9/1
84
=

−

p , 9/1
85
=

−

p , 9/1
89
=

−

p , 

9/110,8 =
−

p , 9/110,9989796 ====
−−−−

pppp , 6/19,108,10 ==
−−

pp , other equal zero. Depar-

ture probabilities equal 24/7
7040
== pp , 15/40,10 =p . Probabilities of a signal 

arriving, which are instantly moves the positive customer from the system 
i
S  to the 

system jS  respectively equal: 10/1
12
=q , 10/1

13
=q , 12/1

25242321
==== qqqq , 

12/1
37363231
==== qqqq , 10/1

484542
=== qqq , 10/1

58565452
==== qqqq , 

10/1
69676563
==== qqqq , 10/1

73
=q , 10/1

76
=q , 10/1

79
=q , 10/1

84
=q , 

10/110,88985 === qqq , 10/110,9989796 ==== qqqq , 7/19,108,10 == qq , other equal 

zero. Probabilities that signal is triggered as a negative customer and destroys 

in QS positive customer equal: 5/4
10
=q , 3/2

20
=q , 3/2

30
=q , 10/7

40
=q , 

5/3
50
=q , 5/3

60
=q , 10/7

70
=q , 5/3

80
=q , 5/3

90
=q , 7/50,10 =q . 

Let us set values for the required expectations: 15000
0201
== aa , 25000

03
=a , 

500000
04
=a , 15000

0605
== aa , 41000

07
=a , 35000

08
=a , 55000

09
=a , 5000010,0 =a ; 

50000
~
01
=a , 15000

~~
0302
== aa , 50000

~
04
=a , 80000

~
05
=a , 30000

~
06
=a , 14000

~
07
=a , 

15000
~
08
=a , 10000

~
09
=a , 80000

~
10,0 =a ; 10000

01
=a , 30000

02
=a , 15000

03
=a , 

40000
04
=a , 60000

05
=a , 90000

06
=a , 15000

07
=a , 15020

08
=a , 900

09
=a , 

30010,0 =a ; 100
10
=b , 7000

20
=b , 8000

30
=b , 15000

40
=b , 2000

706050
=== bbb , 

8000
80
=b , 3000

90
=b , 10000,10 =b ; 2000

12
=c , 15000

13
=c , 20000

21
=c , 

20000
23
=c , 20000

2524
== cc , 4000

37363231
==== cccc , 20000

484542
=== ccc , 

15000
58565452
==== cccc , 17000

69676563
==== cccc , 23000

797673
=== ccc , 

20000
8584
== cc , 2000010,889 == cc , 3000010,9989796 ==== cccc , 130009,108,10 == cc ; 

1000
1
=d , 1200

2
=d , 1300

3
=d , 1200

4
=d , 2000

5
=d , 1000

6
=d , 8000

7
=d , 

1000
8
=d , 1200

9
=d , 3000

10
=d , other equal zero. 

Expectations for the random system of incomes has been calculated. Their values 

have the form: 15000
12
=a , 1,5000

13
=a , 5,2570

21
=a , 5000

23
=a , 1000

24
=a , 

10000
25
=a , 1000

31
=a , 10000

32
=a , 4500

36
=a , 5000

37
=a , 900

42
−=a , 1020

45
=a , 

20000
48
=a , 3230

52
=a , 4330

54
=a , 6330

56
=a , 3330

58
=a , 10000

63
=a , 

10010
65
=a , 1009

67
=a , 10000

69
=a , 2330

73
=a , 3330

7976
== aa , 7678

84
=a , 

7780
85
=a , 900

89
−=a , 150010,8 =a , 1000

97
=a , 1000

98
=a , 99010,9 −=a , 3968,10 =a , 

9789,10 =a ; 
1212

~
aa = , 

1313

~
aa = , 2000

~
21
=a , 5000

~
23
=a , 10500~

24
=a , 5000

~
25
=a , 

1000
~~
3231
== aa , 4500

~
36
=a , 100

~
37
=a , 1900

~
42
−=a , 5020

~
45
=a , 10000~

48
=a , 
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2300
~
52
=a , 333.120

54
=a , 333.33~

56
=a , 7.33

~
54
=a , 1000~

63
=a , 1200~

65
=a , 

10000~
67
=a , 1000~

69
=a , 

7373

~
aa = , 

7676

~
aa = , 

7979

~
aa = , 692.7

~
84
=a , 704.7

~
85
=a , 

692.7
~
89
=a , 10,810,8

~
aa = , 143

~
96
=a , 

9797

~
aa = , 1000~

98
=a , 990

~
10,9 −=a , 3700

~
8,10 =a , 

620
~

9,10 −=a . 

Let us suppose that income at the initial time equals ,0
0
=

i
v  ni ,1= . Consider 

the length of the time interval of 10 hours, [ ]Tt ,0∈ , 10=T . Then using formulas 

(2), (17), (18) analytical expressions have been found for the expected system 

incomes of the networks. 

In Figure 1, income changes is shown of the QS 2
S  for HM-network with 

negative customers and without them, and also with signals. One can see that 

the negative customers reduce expected income of the system .

2
S  Signals inputting 

also influence the income changes, reducing it. 

 

 

Fig. 1. Income changes of the S2 QS, solid line - a case without negative 

customers, dashed - a case with negative customers, 

dotted - taking into  account the signals 

6. Conclusions 

In this paper a method was proposed for finding expected incomes in HM-network 

systems with positive and negative customers and also with signals. Incomes from 

the transitions between the states of the network are RV with given mean values. 

This method is based on the using of found approximate and exact expressions 

for the mean values of the random incomes. An example was calculated. The expres- 

sions for the variances of incomes of QS was obtained. The obtained results can be 

used in modeling income changes in various CSN, the virus penetration into it, 

and also to load control in CSN. 
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